Automatically Find and Prioritize Common
App Performance Issues with CA APM
Team Center

Andreas Reiss
Agile Ops SWAT Innovation Team
ca technologies

10.05.2017

CGa

technologies



A Normal Day In Production ... With State

GAME
OVER

Of The Art APM

PRESS START TO CONTINUE




A normal day in production...
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A normal day in production...

Experiences @ transactionname v 0/8 Sorted by: My Order +

Add Account

60

List Transactions

64

problems [B] Anomalies

problems [B Anomalies
Poor Transactions: 35 / 88

Poor Transactions: 32 / 88

32 35
I I
1s 2s 25+ sLow 1s 2s 25+ sLow

RESPONSE TIME POOR TRANSACTIONS RESPONSE TIME POOR TRANSACTIONS

Get Transaction Details Add Money To Account

58 problems [B] Anomalies

Poor Transactions: 37 / 88

61 problems [B] Anomalies

Poor Transactions: 34 / 88
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PROBLEMS |

@ CULPRIT APPLICATION NAME Messaging Services
{. A, I =

Internal component BookingService|Add Money
To Account experienced Unstable Response
Times, Alerts

Internal component BookingService|Subtract
Money From Account experienced Unstable
Response Times, Alerts

Frontend JMS onMessage on Queue-
transactions experienced Unstable Response
Times, Alerts

@) CULPRIT APPLICATION NAME Messaging Services
(onMessage)|Queues|accounts

Internal component BookingService|Add Account
experienced Unstable Response Times, Alerts

Frontend JMS onMessage on Queue - accounts
experienced Unstable Response Times, Alerts

@ CULPRIT APPLICATION NAME Mediator

Frontend Apps|Mediator|URLs|/validateRequest
experienced Unstable Response Times, Alerts

ANOMALIES

No anomalies detected
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Any specific

Business

Transaction in

trouble?

looking good
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A normal day in production...

PROBLEMS e

@ CULPRIT APPLICATION NAME Messaging Services
(onMessage)|Queues|transactions

Looks like the

: : Applications
Internal component BookingService]Add Money

To Account experienced Unstable Response
Times, Alerts

consuming our
messages are

Internal component BookingService|Subtract Ly

Response Times, Alerts

Frontend JMS onMessage on Queue -

transactions experienced Unstable Response

| Money From Account experienced Unstable
| Times, Alerts

Internal component BookingService]Add Account

@ CULPRIT APPLICATION NAME Messaging Services
(onMessage)|Queues|accounts
experienced Unstable Response Times, Alerts

Frontend JMS onMessage on Queue - accounts
experienced Unstable Response Times, Alerts
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A normal day in production...

PROBLEMS |

@& CULPRIT APPLICATION NAME Messaging Services
age)|(Queues|transactions

Internal component BookingService|Add Money

To Account experienced Unstable Response
Times, Alerts

Internal component BookingService|Subtract
Money From Account experienced Unstable
Response Times, Alerts

Frontend JMS onMessage on Queue -
transactions experienced Unstable Response
Times, Alerts

@& CULPRIT APPLICATION NAME Messaging Services
(onMessage)|Queues|accounts

Internal component BookingService|Add Account
experienced Unstable Response Times, Alerts

Frontend JMS onMessage on (Queue - accounts
experienced Unstable Response Times, Alerts

But all are showing
the Booking
Service WebService
with unusual

response times.
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A normal day in production...
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OK, who should
we get on the
bridge?

I guess John
and Mike
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A normal day in production...

— DURATION 39 Minutes >
<.F'> JME onMessage on Dueye - H\J Treraction DB
transstins IMPACTED TRANSACTIONS [1]
Add Money To Account
WEDSEAVICE : BunkngServce| (@ POSSIBLE CULPRIT h It’s the external
L .ﬂ GEN[RIEU-U(FND. Backends| Add Moy Tz Accaunt Boukin Sen'ice Add Mon To unt . i
pessE 9 | ey foAcco Web Service with
SUSPECT NODES spikes in response

m— o pookingServicelAddMoneyTo 3 time.

Account

Unstable Response Times 2

Variance|Default|Differential Analysis
Control|Backends|WebService at
NowhereBank.com/BookingService:A

ccount verage Response Time (ms) Variance
Intensity

Variance|Default|Differential Analysis

ank.com/BookingService|Add Money
ne Point Metrics Today 7:24:45 PM To Account:Averaae Response Time
=% Share URL

3e Response Time (ms)

YN, COMPONENT VIEW

Mama BrnkinaQarvical Add Mar
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Attributes and Perspectives — Multiple
Views on an application component



Transactional Map

Incidents?
Comments?
Remarks?

| guess John
and Mike

Problem in
Engine Tier

G
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Transactional Map

Transactions
discovered by the

monitoring agent

-
App A App B
ueue ueue Web
... ) |mp[ |mp| © | o | | wp wp -
Send Receive Service
J
Analysis of Transactions. A
A 4 A 4
. DATABASE - Nowhers
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a c . AppeMedatanURLs S <-ri> Lransichens
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) v
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waldateRegues]
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Team Center — Attributes and Perspectives

Multiple angles to look at a system

12

/ Location: Frankfurt

-

External Web Service Call \

\_ Q WEBSERVICE : BookingService|

.

Add Money To Account

Trouble Maker
\ -

¢

,

Call to External Systems \

© 2016 CA. ALLRIGHTS RESERVED.

Top Priority Business \

G

technologies



Team Center — Attributes and Perspectives

Everything starts with a sketch

Perspectives

assigned to Vertexes

O lWeb |

i : SCVV@V

Exl-cV a[
V QK@N&E

—) | External
xferna
'.P Interface V >
3 | 1 .
.-———J; Q —
7 — Mediatien 054?"&5&52
Luper
' UJ;[-'Jy Sevuices > l ,
@ua,es
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The Power Of Perspectives

Serving multiple Stakeholders

14

APM Team
Center with the
strength to look
at your
environment
from multiple
angles

Development

Application
Owner A

Application
OwnerB

© 2016 CA. ALLRIGHTS RESERVED.

Business

Support

Operations
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Team Center — Attributes and Perspectives
Perspectives — The Smart “Group BY”

Use Grouping
levels by defined

attributes

15

Create a Perspective

Define levels:

1 | Application

2 | Incidents

3 | owner

Add another attribute ﬂ

Perspective name:

Support analysis

Perspective is public
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Team Center — Attributes and Perspectives
Perspectives — The Smart “Group BY”
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Focus on the Transaction



Focus on the Transaction

Home Screen

HOMEPAGE Last 24 Hours |HIME} v  Yesterday 10:51:04 AM - Today 10:51:04 AM @ Timeline
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a8
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® 1s 2s 2s+
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Triage And Diagnose Apps

Introducing the new Home Screen

V]
© Charge Account

Team Center Perspective

Vertex:

= Name: Charge

Account

= Application:
Portal

= JVMA

Portal Application

Charge Account

JVMA

JVMB

JVMC

Homepage

Portal
Application

Charge

Account

JVMA

JVMB

JVMC
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Triage And Diagnose Apps

Experience vs. Problem vs. Anomaly

Experiences |[~r------- 1

Experience
— most left
components

Application Overview

|

|
e \ __)I

@ Xyz —>] © Xyz fe Xyz
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I
— Transaction | !
start :
components :
|

|
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|

@ Xyz o Xyz
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Problems 0 Anomalies [
I i

actions: 39/ 1.3k
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£

)| o Xyz 3| fem Xyz
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Application Triage Redefined




Application Triage Redefined

DURATION 39 Minutes E a
IMPACTED TRANSACTIONS [1]

Add Money To Account It's the external
Web Service with
(@) POSSIBLE CULPRIT h spikes in response

BookingService|Add Money To Account

SUSPECT NODES

v BookingService|Add Money To 3
Account

G
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Triage And Diagnose Apps

Evolution of Problems

23

Problems in the history of APM have changed significantly

The time when the slowest component is no longer the root cause

4

Complexity / Abstraction

A

Coding

Exceptions

Resource/
Containers

SOA
Integration

Threading
and
Concurrency

Loose
Coupled
Services

Business
Modelling vs.
Programming

v

Time
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Triage And Diagnose Apps

Evolution of Problems requires an Evolution of APM

= APM evolution in sync with Problem evaluation

= CA APM designs and develops to face the Problems of tomorrow

A

Alerts

Evolution

.

?

Custom
Perspectives

Custom
Dashboards

o

Assisted
Triage

v

24

Time
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Triage And Diagnose Apps

Assisted Triage Problem vs. Anomaly

= Many road blocks, traffic jams,
construction sites

= Will it affect me?
= How does it affect me on my trip?

= Does it even make sense to step
into the car?

G

technologies



Triage And Diagnose Apps

Next generation problem analysis.

We expect
sometrouble
on our way.
“Affected
transactions on
my route”

Greutstrasse

-2

; ‘)"”105' MJ,

Staudenhutst

Holztratstrasse

Pfarrackerstrasse

We expect 7

minutes delay on
our trip compared
to usual

G
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Triage And Diagnose Apps

Damage of the Outbreak
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Triage And Diagnose Apps

Isolate - Focus on the problem route

= |solate problem transaction.
=  Focuson problem TRANSACTIONS

= How does one problem indicating
component affect End-to-End

transactions

technologies



Triage And Diagnose Apps

Impact of the Outbreak

Problems vs.
Anomalies

T Quickly identify
v

the health of an

Health Score /

Quality of Problems 0  Anomalies Experience

Transactions Poor Transactions: 39/ 1.3k

What’s the time
distributionamong Differentiate

requests? Faster than between Slow

one Second? Two 1s %2¢

:

and Failing

? ? :
Seconds? Or Slower? Transactions

RESPONSE TIME / SECONDS

G
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Triage And Diagnose Apps

Experience vs. Problem vs. Anomaly

= Two il 1
I Experience I
components | osioasmowrien
. ! 1100 el »®
with problems :
identified I -
|
. |
" No Experience 1 - The System detected
ff | 97 g;j‘?;;san:;.Z(!:‘Ta one anomaly with two
d eCted : affected components
| B“
|

G
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Triage And Diagnose Apps

Experience vs. Problem vs. Anomaly

Once an
Experience
shows errors,
its identified
as Problem

- —— e = = = = |
I Experience |
I Application Overview
' | 100 e
I 19k
I o . 3.9k N
w L Emn o |
I RESPONSE TIME / SECI
I
| The System detected
97 e one problem with
| three affected
| components
I 1s
B
I
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Triage And Diagnose Apps

Notebook — Isolating data

= The Notebook to isolate transactions End to End

= Focus on problem components and resolve related transactions

= Compare transactions, performance metrics

NOTEBOOK Custom Range [EERNE v  Vesterday6:09:00 PM - Yesterday 6:18:15PM O Timeline

6:12 PM 6:13 PN 6:14 PM 6:15PM 6:16 PM 6:17 PM 6:18 PM 6:1
© ®000 ®000000CO0 ©000 © 000 (?@@ [7] status

AT cal
[] Atrib
0000000
83 esseesse 10
can SESSSSaeE -
= =l FAL L] ]
Poor: 30 Total:180 RESPONSE TIME / SECONDS AVERAGE RESPONSE TIME TRANSACTION VOLUME

« Relationship Flow

No Group - Problems

Name: Add Money To Account, NowhereDB @
Nowhere
Problem isolated to backend NowhereDB @ Nowhere

g B e B g B oy < il s Anomalies

No anomalies detected
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Triage And Diagnose Apps

Notebook — Isolating data

Time Line with

Indicators

Transaction Custom Range IS v  Yesterday 6:09:00 PM - Yesterday 6:18:15PM  © Timeline 1
: 6:12 PM 6:13 PM 6:14 PM 6:15 PM 6:16 PM 6:17 PM 6:18 PM 6:1
Health 000000 00000000 ©O00O0 ©000 O®®  [Ysaus
. [] Topological
Information - [ Atribute
83 30
HEALTH N I I
SCORE @
H 1s 2s 2s+ FAIL ____. ..... ||
Poor: 30 Tn[&\;]a.(] RESPONSE TIME / SECONDS AVERAGE RESPONSE TIME TRANSACTION VOLUME

« Relationship Flow

No Group v Problems

Name : Add Money To Account, NowhereDB @
Nowhere

Problem isolated to backend NowhereDB @ Nowhere

i — 2 s 3 Crrntrmn. s B Anomalies

— — No anomalies detected

o e } B epsmpenas R P

fr— Problems and
Anomalies r—

G
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Speed Problem Resolution With Assisted Triage

Problem Triggers

Differential Analysis

\
Assisted

Triage

AVERAGE RESPONSE TIME Evidence

Error Events

Problem

Triggers

Stall Events

L

1= Error at 15:13:45.547 (15 Oct 2016)
= Frontends|Apps|Engine|URLs|transactions (0 ms)

Class: wily.field.banking.communication.QueueMessageListener§QueueRunner
DataCreationType: O

Error Message: Backends|NowhereDB @& Nowhere|SQL|SELECT |Query|addCreditTransaction: java.sql.SQLException: DB Credit Insert error for Account 2
Is dynamic: false

Is temporary: false

Method: run

Method Descriptor: ()V

Resource Name: Frontends|Apps|Engine|URLs|transactions

Thread Group Name: main

Thread Name: QueueRunner

Trace ID: 1476537226348: 20040

Trace Type: ErrorSnapshot

Alert Breach

= Error at 15:08:51,377 (15 Oct 2016)
@ Frontends|Apps|Engine|URLs|transactions (0 ms)

Class: wily.field.banking.communication.QueueMessageListener§QueueRunner

DataCreationType: 0

Error Message: Stalled Transaction
Is dynamic: false

Is temporary: false

Method: run

Method Descriptor: ()W

Resource Name: Frontends|Apps|Engine|URLs|transactions
Thread Group MName: main
Thread Name: QueueRunner
Trace ID: 1476536066723:20636
Trace Type: ErrorSnapshot

234K

19.5K
11.7K
7.8K
39K —
| | I |

0
15:0B:15

AN

15:10:15

34
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Triage And Diagnose Apps

Assisted Triage
18:25 — Differential

Evidence Types Error Component Component Relationships Problem Sequences

] ]

Component Relationships

¥

Suspect(s)

(<)

\. 7

G
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Triage And Diagnose Apps

Answer with the right information Problem

application
endUser, agent, Application [ v PROBLEMS

CULPRIT APPLICATION NAME Messaging
Services (onMessage)|Queues|transactions

How are
Internal component BookingService|Add
Money To Account experienced Unstable 3¢

transactions

affected? Root Cause Response Times, Alerts
DURATION 50 Minutes 4
IMPACTED TRANSACTIONS [1]
© © a @ I ® Q Messaging Servi © DATABASE : Mowhere Add Money To Account
Client - endUser , | Partal - applicationbame ! I Medizator - applicationMame ; 1 [u:::s!:agge:-gtr;::::s|__ , Transal:ti:r; B

POSSIBLE CULPRIT Gi
BookingService|Add Money To Account iveme
the
When did it SUSPECT NODES
happen? + BookingService|Add Money To
Account

evidences?

Unstable Response Times

Variance|Default|Differential Analysis
Control|Backends|WebService at
NowhereBank.com/BookingService:Av
erage Response Time (ms) Variance

in the system are Intensity

Which components

affected? Variance|Default|Differential Analysis
Control|WebServices|Client|NowhereB
ank.com/BookingService|Add Money

technologies
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