Performance Management 2.x
Disaster/Recovery procedure

Step One - Install PM components in secondary environment

Vertica

Install Vertica on the secondary environment to mimic the primary environment’s Vertica installation:

. Have the same number of nodes the source cluster.
. Have a database with the same name as the source database.
. Have the same node names as the source cluster. The nodes names listed in the NODES

system tables on both clusters must match.

o Be accessible from the source(Primary) cluster. You may need to add the hostnames of
the target cluster to the hosts file of the source cluster. See Configure Hostname Resolution in
the Installation Guide for more information.

. Have the same }# database administrator account, and all nodes must allow a database
administrator of the source cluster to login through SSH without a password.
- To set this up run the following command:
ssh-copy-id -i dradmin@<target>
- This needs to be run against all target nodes

Note: Having passwordless access within the cluster is not the same as having passwordless
access between clusters. The SSH ID of the administrator account on the source cluster is likely
not the same as the SSH ID of the administrator account on the target cluster. You need to
configure each host in the target cluster to accept the SSH authentication of the source cluster.
See Configuring Backup Hosts for more information.

Data Aggregator
Install DA and point it to the secondary Vertica cluster.

Data Collector(s)
When installing DC(s) in secondary env., make sure you use the primary DC’'s DCM-ID.

Follow these steps:

1. Get DCMID of primary DC(s)
Go to http://DA HOST:8581/rest/dcms
Note down all <DcmID> values.
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Example:

r<DataCollectionMgrInfolist>

.

v<DataCollectionMgrInfo version="1.0.0":>
<ID>394</ID>
<CollectorState>RUNNING< /CollectorStatel
<IPAddress>10.130.232.24</IPhAddress

ratki0l-UTU121951:285892fb-a3fc-4a95-92cf-4c9f7dbaclfc
</ DemI D>
<TenantName>Default Tenant</TenantHName>
<IPAddressType>4</IPhiddressType>
<HostName>ratki0l-U121951< /HostHame>

p<ProtocolCollectorStateGrouplisty. . .</ProtocolCollectorStateGrouplists
<RBelatedDeviceltem>398</RelatedDeviceltem’
<Enabled>true</Enabled>

p<I=shl=o>...</I=sAl=o>

p<HormalizedDCMHealthInfo version="1.0.0">...</HormalizedDCMHealthInfol

p<Versions version="1.0.0">...</Versions>

p<Item version="1.0.0">...</Ttem>

p <IPDomainMember version="1.0.0">...</IPDomainMember:

</DataCollectionMgrInfol
</DataCollectionMgrInfolist>
2. On Secondary (DR site) DCs export the DCMID:
e export DCM_ID=data collector id
Example: export DCM_ID=ratki01-U121951:285892fb-a3fc-4a95-92cf-4c9f7dbaclfc

3. From the same session, install the Data Collector by running the install.bin binary.
Perform these steps for each Data Collector in the secondary environment.

4. After installation is complete, stop the Data Collector service.
e /etc/init.d/dcmd stop

CA Performance Center
e Install CA Performance as performed on the primary environment.
o Do not configure LDAP integration or HTTPS on secondary environment.



Step Two - Export data and configuration from primary environment

Import data and configuration into secondary environment

Vertica

Configuring the Target Cluster (From Vertica doc).

Configure the target to allow the source database (Primary) to connect to it and restore the database.
The target cluster must:

e Have the same number of nodes the source cluster.

e Have a database with the same name as the source database. The target database can be
completely empty.

e Have the same node names as the source cluster. The nodes names listed in the NODES system
tables on both clusters must match.

e Be accessible from the source cluster. You may need to add the hostnames of the target cluster
to the hosts file of the source cluster. See Configure Hostname Resolution in the Installation
Guide for more information.

e Have the same ¥ database administrator account, and all nodes must allow a database
administrator of the source cluster to login through SSH without a password.
- To set this up run the following command:
ssh-copy-id -i dradmin@<target>
(make sure you have su to dradmin and then run this command).

- This needs to be run against all target nodes

Note: Having passwordless access within the cluster is not the same as having passwordless
access between clusters. The SSH ID of the administrator account on the source cluster is likely
not the same as the SSH ID of the administrator account on the target cluster. You need to
configure each host in the target cluster to accept the SSH authentication of the source cluster.
See Configuring Backup Hosts for more information.

e Have adequate disk space for the vbr.py --task copycluster command to complete.
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On Primary Vertica Cluster

1. Create ini file for vbr.py script to look something similar:

[Misc]

snapshotName = <SNAPSHOT NAME>
tempDir = <TEMP DIR>
restorePointLimit =5

verticaConfig = False

retryCount =5

retryDelay =1

[Database]

dbName = <DATABASE NAME>

dbUser = <DB USER — eg: dradmin>
dbPassword = <DB PASSWORD>
dbPromptForPassword = False
[Transmission]

encrypt = False

checksum = False

port_rsync = 50000

bwlimit=0

hardLinkLocal = False

[Mapping0]

dbNode =v_vertdb_node0001
backupHost = <SECONDARY VERTICA CLUSTER NODE 1 IP>
; backupDir not used for cluster copy

; backupDir = /home/dbadmin/backups
[Mapping1]

dbNode = v_vertdb_node0002
backupHost = <SECONDARY VERTICA CLUSTER NODE 2 IP>
; backupDir = /home/dbadmin/backups
[Mapping2]

dbNode = v_vertdb_node0003
backupHost = <SECONDARY VERTICA CLUSTER NODE 3 IP>
; backupDir = /home/dbadmin/backups




2. STOP DA on Secondary env.
3. The target cluster must be stopped before you invoke copycluster.
4. Run vbr script:

./vbr.py --config-file clustercopy.ini --task copycluster

@ dradmin@ratki01-U121946:/opt/vertica/bin

On Secondary Vertica Cluster
1. Bring up vertica on Secondary node

EP dradmin@ratkil-U121952:/root
7 Tools

qaqac qa0 aq qa0 SECLLEEEEREREEEEREREREEEERERE]

Database wvertdb started successfully
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2.

3.

Enter into the vsql prompt.

tk 1852 ¥

Update the following row in the item table on the secondary vertica cluster to reflect the

secondary DA IP.

|

@ Info | [ §] Columns Data @ Row Count 45’ Primary Key | «# Indexes '._;_’ Grants /@ Row Id I:E References
B8O Sy P -
x 4f° item_id  item_type_gname_id  temant_item_id  item_name item_display_name
4 4 282 nwill) {null} ]
5 5 282 Aull) Global Retention Definition ull)
5 6 282 qull) Data Loader Statistics Configuration Options null)
7 7 282 | | |
8 8 282 nully Rellup Configuratich Options U
@ Info | [ §] Columns Data @ Foow Count 4}’ Primary Key | «# Indexes .;_l Grants ﬁ Row Id | =5 References
B0 3y D -
o &1
£ 4 item_d  item_type_gname_id  tenant_item_id  item_name item_display_name
4 4 282 ull) () )
5 5 232 Aull) Global Retention Definition ull}
[ 6 282 null) Data Loader StatisNgs Configuration Options ull) v
7 7 282 lDataAggregab:r: 10.130.233. 194 I |DataAggregab3r: 10,130.233.194 |
8 3 232 Aull) Rellup Configuration Options ull)

Here are SQL queries to run to identify this entry and update it:

o select * from <dbUser>.item where item_name like 'DataAggregator%/’;

Note down the item_id for this entry.

e update <dbUser>.item SET item_name='DataAggregator:<Secondary_DA>’,

item_display_name='DataAggregator:<Secondary_DA>’ where

item_id=<item_id_from_ select>;



4.

Update all the entries in the item table on the secondary vertica cluster that contain DC
hostname(s) to reflect the secondary DC hostname(s).
Example:

i Table: item

WF - DR - Secondary - Vertica/vertdby/dauser/ TABLE item

Q Info |:E| Columns @ Data g Row Count" _g@ Primary Key "@ Indexes "g Grants "‘,’ Row Id " !E References
80 35 P -

= ? iteT'nl_id item_type_gname_id  tenant_item_id  item_name item_display_name
3493 393 ey wnuny (g nuny
394 394 282 1ratkio1-U121551 - DCMO | {null)
395 395 232 {rull) vMware ESX Host {rull)
396 396 232 {null) (rul)y {rull)
397 397 282 {rull) DA Health (Slow) (null)
398 393 282 ratkin1-U121951.ca.com | Jratkin1-U121951,ca.com |
399 399 282 [ )] {rully

i Table: item
WF -~ DR - Secondary - Vertica/vertdb/dauser/ TABLE /ftem

[é__d Info "m Columns @ Data ﬂ Row Count" ‘f Primary Key "@ Indexes "g Grants ],‘ﬁ Row Id "Eﬁ References
VO 39 P -

1
= @9 item_id  item_type_gname_id  tenang_item_id

item_name item_display_name)

393 393 ey g g [Q0T]
394 394 232 i ratki0 141122222 - DCMO {null)
385 395 282 {rwll) vMware ESX Host (rually
396 396 282 (rull) (rually (rully
397 397 282 1) DA Health (Slow) rull
398 398 282 ratki0 1-U122222.ca.com I ratkil 1-U122222, ca.com
399 399 282 (rall (roually (rully

Here are SQL commands to run to identify these entries and update them:
e select * from dauser.item where item_name like '%- DCMO';
Note down the item_id for these entries.
e update <dbUser>.item SET item_name="<Secondary_DC> - DCMO’ where
item_id=<item_id_from_select>;

e select * from dauser.item where item_name like '<Primary_DC >';
Perform the above select statement against each DC hostname in the primary
environment.

e update <dbUser>.item SET jtem_name="<Secondary_DC>’,
item_display_name="<Secondary_DC>’ where item_id=<item_id_from_select>;



5. Update the DC IP address(s) and hostname(s) in the device table so they have the secondary DC

hostname(s) and IP address(s).

Here are SQL commands to run to identify these entries and update them:

o select item_id,hostname,V6_NTOA(primary_ip_address) from dauser.device where
hostname like '<Primary_DC_Hostname>";
Perform the above select statement against each DC hostname in the primary
environment and note down the item_id.

e update dauser.device SET hostname='<Secondary_DC_hostname>’,
primary_ip_address=V6_ATON('<Secondary DC IP>') where
item_id=<item_id_from_select>;

6. Update the IP address of item_id 7 in the device table so that it has the secondary DA IP.

item id=T7:

Here is the SQL query to run:
e update dauser.device SET primary_ip_address=VV6_ATON('<Secondary_DA_IP>') where
item_id=7;

7. Run COMMIT to make all updates that have been performed permanent.

F|commit;

**Note: Keep DA services stopped on secondary DA server.



CA Performance Center

You will need to export and import the MySQL databases.
Update certain entries in the netqosportal and em databases.

On primary CAPC node:

1.

Export the netqosportal db:
/opt/CA/MySql/bin/mysqldump netqosportal > $backupDir/netqosportal.sql

2. Export the event db:
/opt/CA/MySql/bin/mysqldump em > $backupDir/em.sql
On secondary CAPC node:
1. Copy exported netqosportal and em db files over to secondary CAPC
2. Stop all CAPC services:
a. /Jetc/init.d/caperfcenter_devicemanager stop
b. /etc/init.d/caperfcenter_eventmanager stop
c. /etc/init.d/caperfcenter _console stop
d. /etc/init.d/caperfcenter sso stop
3. Import netqostport db:
e mysql -u netqos -p netqosportal < /Sdir_path/netqosportal.sql
(requested password: netqos)
4. Import event db:
e mysql -u netqos -p em < /Sdir_path/em.sql
(requested password: netqos)
5. Onthe secondary CAPC server, get into the mysgl prompt and change the database to

netgosportal.




On secondary netqosportal db, update the following columns in the data_sources2 table to
reflect the new ips/hostnames in the secondary environment.

ConsoleName column:
EventManager@<Primary_EventManager> -> EventManager@<Secondary_EventManager>
Data Aggregator@<Primary_DataAggregator> - Data Aggregator@<Secondary_DataAggregator>

ConsoleHost and Host column:
Update these columns with the correct details associated with the corresponding data source in
the secondary environment.

Example:

i Table: data_sources2

WF - DR - Secondary - CAPC/netqosportal/ TABLE/data_sources?

@ Data E Row Count f Primary Key | & Indexes g Grants ? Row Id EE References
= § SourcelD SourceType SourceGUID ConsoleMame ConsoleHost ConsolePort  ConsoleProtocol Host Port
1 a 16 72ef7a3a-d5e3-4461-9de0-7076c6cd7eed  CA Performance Center IlO. 130.233.207 8182 http 10.130.233.207 34811
N 2 1024 26c525fdc06edcdbbde 5792 549ace8547 EventManager@10.130.233.207 |§10.130.233.207 8281 http 10.130.233.207 82811
& 3 262144 8a533e%af4754892b6e4a00 15493099 Data Aggregator@10.130.233.41 |§10.130.233.41 8581 http 10.130.233.41 85811

Row Id | =5 References|

8039 P -
® ? SourcelD  SourceType  SourceGUID ConsoleName ConsoIeM ConsolePort  ConsoleProtocol  Host V
1 [v] 16 72ef7a3a-d5e9-4461-9de0-7076c6cd7eel  CA Performance Cenw 10.130.227.120 8182 http 10.130.227.120
2 2 1024 26c525fdc08edcdbb4e 579 54ace8 547 EventManager @10,130.227.120 10.130.227.120 8281 http 10.130.227.120
& 3 262144 8a533e9af4764392b6e4a0015493099 Data Aggregator@10.130.233. 194 |10.130.233.194 8581 http 10.130.233.194

Run the following SQL queries on the mysql prompt to update these entries:

e update data_sources2 SET
ConsoleName="EventManager@<Secondary_EventManager>',
ConsoleHost="<Secondary_EventManager>’, Host="<Secondary_EventManager_IP>’
where ConsoleName like 'EventManager%";

e update data_sources2 SET ConsoleName='Data Aggregator@<Secondary_DA>’,
ConsoleHost='<Secondary_DA>', Host='<Secondary_DA>' where ConsoleName like
'Data Aggregator%";

e update data_sources2 SET ConsoleHost="'<Secondary_CAPC>',
Host="'<Secondary_CAPC>' where ConsoleName like 'CA Performance Center’;



7. On secondary netqgosportal db, update the following columns in the
performance_center_properties table to reflect the ip/hostname in the secondary environment.

Example:

B Table: performance_center_properties

WF - DR - Secondary - CAPC/netqgosportal/ TABLE/performance_center properties

I}___d Info "m Columns @ Data ﬂ Row Count " @@ Primary Key "{3 Indexes "D Grant

= @ﬁ' PropMame @E' Priority PropValue
28 SAML2IdpSessionTimeout oo
29 SsolocalhostUserId of1

MpciWebServiceHost

k3 BlpcebSiteHost

27 |1 NARTimem it nAnnnn

03 &P gosportz AE B oMz = prop

I}_B Info "m Columns @ Data g Row Count " f Primary Key " & Indexks H g Grant:

B0 35 P -
s ‘@9 PropMame @9 Priority PropValue

28 SAML2dpSessionTimeout oo

279 Ssolocalhostlserld o1

30 MpcWebServiceHost 010,130,227, 120

31 MpcWebSiteHost @10,130.227.120

32 LDAFTimeout 0 10000

Run the following SQL queries on the mysql prompt to update these entries:
e update performance_center_properties SET PropValue='<Secondary CAPC>' where
PropName like 'NpcWebServiceHost';
e update performance_center_properties SET PropValue='<Secondary_CAPC>' where
PropName like 'NpcWebSiteHost';

8. Now change databases to use the em database.

9. On secondary em db, update the following columns in the data_sources table to reflect the
ip/hostname in the secondary environment.

ConsoleMame Host Enabled  SourceMame IDataSource IEventProducer

33099 IDaia Aggregator @10 130.233.41' |10.130.233.41 I u Data Aggregator Ihttp:ﬂlo.130.233.41:8581{DaiaSouroeW5| IhE:HlO.lBO. 33.41:858}Ever1tproduoerwsl

ConsoleName v Host Enabled  SourceMame IDataSource v IEventProdu
3099 IData Aggregator@10.130.233. 194I IlO. 130.233.194 L Data Aggregator hEHlU 130.233. 194:8581@am50uroewg l'ltb:l:ﬂlo. 130.233. 194:8581¢'Evenﬂ9roduoerwsl




Run the following SQL query on the mysql prompt to update these entries:
e update data_sources SET ConsoleName='Data Aggregator@<Secondary_DA>',
Host='<Secondary_DA>', IDataSource="http://<Secondary_DA>:8581/DataSourceWs',
IEventProducer="http://<Scondary_DA>:8581/EventProducerWS';

10. On secondary em db, update the following columns in the performance_center_properties table
to reflect the ip/hostname in the secondary environment.

B Table: performance_center_properties

WF - DR - Secondary - CAPC/em/TABLE/performance_center_properties

é__é Infa m Columns @ Data E Row Count” @9 Primary Key ”@ Indexes ”D Grants "} Row

B0 35 P -
= @@ PropMame @9 Priority PropValue
322 SsolocalhostUserld 11
323  NpcWebServiceHost 1#10.130.233.207
324 MNpcWebSiteHost §10.130.233.207
325 DS.ConsoleHost 1§10.130.233.207
32 LDAPTImeout 110000

HE Table: performance_center_properties

WF - DR - Secondary - CAPC/em/TAELE/performance_center_properties

é__d Info m Columns @ Data E Row Count H é@ Primary Key ”ﬂ Indexes ] D Grant] } Row
B0 29 P -

= @@ PropMame @9 Priarity Propvalue

322 Ssolocahostiserld 11 v

323 MNpcWebServiceHost 1§10.130.227.120

324 MpcWebSiteHost 1810.130,227.120

325 D5.ConsoleHost 1§10.130.227.120

275 | NAPTImer it 1 10nnn
.59 PropMame @9 Priority PropValue
SsoEncryptionAlgorithm 1DES
D5.ConsoleMame YEventManager@10.130.233.207 |
LdapEncryption 0 false
@@ PropMame ? Priority PropValue
SsoEncryptionAlgorithm 1DES
DS.ConsoleName JEventManager@10. 130,227,120 |
LdapEncryption 0 false

Run the following SQL queries on the mysql prompt to update these entries:
e update performance_center_properties SET PropValue='<Secondary_CAPC>' where
PropName like 'NpcWebServiceHost';
e update performance_center_properties SET PropValue="'<Secondary_CAPC>' where
PropName like 'NpcWebSiteHost';
e update performance_center_properties SET PropValue="<Secondary_CAPC>' where
PropName like 'DS.ConsoleHost";



e update performance_center_properties SET
PropValue='EventManager@<Secondary_EventManager>' where PropName like
'DS.ConsoleName';

11. Type ‘exit’ to leave the mysql prompt.

12. Start all CAPC services on secondary CAPC node:
a. /etc/init.d/caperfcenter_devicemanager start
b. /etc/init.d/caperfcenter_eventmanager start
c. /Jetc/init.d/caperfcenter_console start
d. /etc/init.d/caperfcenter sso start

13. Configure HTTPS on secondary CAPC node using the same settings as in primary CAPC node.

Data Aggregator

On Primary DA server:
1. Export the following files from the primary DA server:
e /opt/IMDataAggregator/apache-karaf-2.3.0/deploy/* .xml
o /opt/IMDataAggregator/apache-karaf-2.3.0/custom/devicetypes/DeviceTypes.xml

On Secondary DA server:
1. Copy the exported files from the primary DA server to the secondary DA (same location):
e /opt/IMDataAggregator/apache-karaf-2.3.0/deploy/* .xml
e /opt/IMDataAggregator/apache-karaf-2.3.0/custom/devicetypes/DeviceTypes.xml

2. Start DA services.



