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Value Proposition

Brings your wireless network logically into spectrum
management, without treating it as an isolated technology

Gives network operators the tools to manage and control the
wireless network—which helps reduce outages and make your
wireless network as stable as your wired network

Specifically designed for a proactive approach to managing your
wireless network

Vendor Agnostic
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Overview

Discover controller & model those
devices with the associated APs

Connectivity between the APs & WLC
device ports

SpectroServer communicates with
WLC devices using the SNMP
protocols

Fault Isolation & RCA:
— WLC goes down

— Up-stream device goes down
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How it works?

WLC MIB +

SNMP
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Discovery Workflow

= Create by IP

—  Controller(s)/AP(s) will be modelled as SNMP,
individual entities with no connections discovered

in between

=  WLC Manager

— WLC Manager > Information Tab > Configuration

>”Run Access Points discovery”

=  Discovery Console

— Tools > Utilities > Discovery Console... > Create &
Select Configuration > Modeling Options... >

“Discover Access Points” checkbox

Only Controller(s)

Controller(s) & APs

Controller(s) with L2/L3 devices and

APs
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Entry List in Discovery Console

Controller(s) with L2/L3 devices.

"Model Access Points" disable

Controller(s) are discovered and modeled
alone.

Controller(s) & APs are modelled as SNMP
with no associations.

Controller(s) & L2/L3 devices are modelled as
SNMP with connections discovered between
them. No APs will be discovered.

Controller(s), L2/L3 devices & given APs are
modeled as SNMP with connections
discovered.

"Model Access Points" enable

Controllers are modelled as SNMP.
AP’s are modelled as Pingable with no
associations with controller(s).

Controller(s) & APs given in Discovery
List are modelled as SNMP devices.
Remaining APs under the Controller(s)
are modelled as Pingable with no
associations with controller(s).

Controller(s) & L2/L3 devices are
modeled as SNMP devices. APs are
modeled as Pingable with connections
discovered between them.

Controller(s), L2/L3 devices & given
APs are modeled as SNMP.
Remaining APs under the
Controller(s) are modelled as Pingable
with connections discovered between

them
a
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OneClick Views for better management

=/ WLC Manager (1)
[=/[1 Cisco (8)

[ Cisco Light Weight Access Point Protocol 2=

[ AAA Server

[ Cisco WiSM (25)

=10 Sim23998:Sim23846:10.253.161.244 (8)
B ndehqb-a2g2-a44

[ LDAP Server
[ 802.11

B ndehqb-a3g2-a53
B ndehqb-a3g2-a55

[

l

‘ [+ Mesh Node Statistics
= WLC Manager in explorer view for g s | e

l

l

B ndehqb-a3g6si-al3

organization of wireless devices NN

Thresholds

(= Wireless Information 2N
[ Sim24100:10.253.161.253 (1) )
O Sim24298:wc-ffm031-01 (25) (] Acceas Boluts
[ Sim24317:GA-DE-BER-HHP-UA3-WCT1 (41) | [ Access Points Interface Table
O Sim24318:wicgri31-1 (11) i
o com (3) [ Mobile Stations

= OneClick content pane views for
LWAP and Wireless information and
its sub views

= End to end visualization in topology
view

= Spotlight view for a quick view of

. Access Points associated

WLC and associated AP’s & ToWLCIP
# To WLC Name

# Al APs
= | ocator search for WLC & APs ® AlWLCs
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Alarms, Events & Traps

Supports Traps provided by
WLC MIB

All alarms on AP’s are
asserted on respective WLC

Contents: Sim23998:Sim23846:10.253.161.244 of type Cisco 8500 WLC Ca |

Alarms. List| Events| Information

QO x v vy BB Fho Displaying 1 of 1
Fitered By: Severity Available Fitters: ||
Seve...  [Date/Time Network Address_|[Secure Domain [Type v [Alarm Title

Mana...

Critical |Oct 19, 2015 9:03:50 AM.

a 253.161.244 o type Cisco 8500 WLC < N
WIRELESS CLIENTS CONNECTED TO WLC CONTROLLER EXCEEDED CRITICAL THRESHOLD

Oct 19, 2015 9:03:59 AM

The number of wirel ‘connected to WLC Controller Sim 61.244 exceeded the crtical threshold limit.

| Alarm petails | mformation | 1mpact | Jinte; | Performance | Alarm History | Neighbors | Events |

Clients

Critical Threshold: 9
Connected : 14;
Maximum Suppor

Severity ¥ Critical Symptoms Number of wireless clients connected to WLC Controller exceeded the critical threshold limit.
Impact 0 Probable Cause Total number of wireless clients connected to WLC Controller exceeded the crtical threshold imit. Refer to the corresponding event message for more detail
Acknowledged set Actions 1) Watch out for further increase of clients connections on this WLC Controller.
Clearable Ye 2) Consider distribution of clients to other WLC Controllers.
L_LOE 3) Consider addition of a new WLC Controller before number of client connections reaches maximum supported limit.
Trouble Ticket ID et
Assignment
Landscape cumulus-w12vm2 (0x3400000)
Status set
Web Context URL
« I} »
Contents: Sim23998:Sim23846:10.253.161.244 of type Cisco 8500 WLC <
[ Atarms | 700000 [ uist| Events | |
Y 2 & [show] Displaying 167 of 167 =
167 event(s) from Oct 19, 2015 6:27:44 AM IST - now
Severity |Created On % Name ~ [Event [created By Cleared On ClearedBy |
S 2573 TO T2 EXCEEUET U TOT Tr eSO o

limit.

7 Minor |Oct 19, 2015 10:09:04 A... Sim23998:Sim238... . System Oct 19, 2015 10:14:04 A... System
Access Points

Minor Threshold: 70%

Connected : 1876

Maximum Supported : 2396

— . Auto-discovery mapping process finished on model
Oct 19,2015 10:08:44 A.. Sm23098:5im235... &% LY HOPDg Bote e e isco System
Oct 19, 2015 10:08:24 A... Sim23998:Sim238... Autc-discovery mapping process started on model System

SIm23998:5im23846:10.253.161.244 of type Rir_Cisco
|Auto-discovery mapping process can not run on model

10.253.161.244 of type Rir_Cisco because  System
‘another mapping process is currently running, So it is queued
The number of Access Points connected to WLC Controller
Sim23998:Sim23846:10.253.161.244 exceeded the major threshold
limit.
9 Mafor Oct 19, 2015 10:04:03 A... Sm23998:SIm238... |, System Oct 19, 2015 10:09:04 A... System
Major Threshold: 80%
Connected : 1875
Maximum Supported : 2227
Auto-discovery mapping process finished on model

161.244 of type Rtr_Cisco System

Oct 19, 2015 10:07:52 A...

Oct 19, 2015 10:03:37 A... |Sim23998:Sim238...

I
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Others

Support for maintenance
mode

Support for AP Migration

Supports Cisco WLC FT
Scenarios (AP SSO)

Support for DHCP enabled
AP’s

Explorer | Locater | Users |

Name ~

% My Spectrum
& Favorkes

& Cluster

B Poicy

@ s
3 ven Manager

3 Cisco

@ Toporg

=4 Gsco

@ Gobal Calectons
¢ Giobl Collection Herarchy
G Active Directory and Exchango Servor Manager

Manager

& Configuration Manager (3)

1 et tnag

® 0 1P Routing Manager (1)
51 WPLS Transpor Manager

12 Service Performance Manager (2)
Manager
) (5 cumulus-rh7vms (0x200000)
5 (5 cumlus-sol1 123 (0x600000)
3 Chassis Manager (1)
3 Service Manager (3)
5@ universe (71)
@ E1 vPCManager (1)
18 WL Manager (1)

[ (] 5im23998:51m23846:10.241.120.10 (35)

13-0ct:2015 08:08:11 DT

‘S24298:we 703101

Access Poik Mac Address = 30:37:6:c51

Iy

‘Access Poik "ndehab-a3g4-a10" has migreted from WLC
"5m23998;5m23846:10.241,120.10" to WLC ‘Sim24298 e Hr031-01"

er been reboctod. D
of type Gncl Systen
i name
- Sin4235:McA031-O1, type - GochcoDev ). pren
System
systen
oftype
Cnficronin cresbod b croct e b Tund
-
@ o
Infoemation | o2t Coriauron | Foot Cause | Knterfaces | performance | Nelohbors | Alarms | Cleared alarms Hitory | Events Attributes | 22271 e |

& Froe <[

Displaying'5, 144 of 5, 144 | I 2 5 a Frdl

Nae [Vaboe

@

B_5im24298we-fm031-01

@ world

03 Conelston Manager
51 Enteprse VPN Manager

|AdrinOIDToModelCisssMsp

lagentiphss

Contents: Universe of type Universe
[ Alorms| Topolooy | ist] Events information]

o

R )

Q

® 4w

> -3

o o

B1-e apori3i-2 apoent1-2506
P Device. 1P Device.

gentipCoverageProfieFalTrapCount

| Zoom: [100% <] @ @

= _—

@

A

ap-on020.03-017 [ ap-fm020.-02-01 \
— —
& P
R

R

ap-1m030-03-03
P Device.

s

R

Information |

Component Detail: Cisco WISM of type Cisco WISM2

Condition
Contact Status Established
Network Address 10.241.119.2 set
Secure Domain Directly Managed
MAC Address 11:22:03:04:05:07
Last Successful Poll Oct 19, 2015 11:12:10 AM IST

I Maintenance ves s

| Performance | Neighbors | Alarms | Cisared Alarms History | Events | Atiributes |
T System Up hime Days + 00!

B

System Name Cisco WiSM set
Contact IDG1459340, SL3-PL4, UV, SapNr= set
Device Location Ffm_Eschb_Landstr.100_E-Shelter set

Value When Yellow 1

Value When Orange 3

Value When Red 7
Hotes

EBE

[Assigned Maintenance Schedules
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Control and Proactive Monitoring

= Threshold Configuration

= Threshold violation alarms

[ Thresholds A |

Thresholds can be configured here so that an alarm is generated if a given threshold is exceeded. To disable a threshold from generating alarm, set that threshald value to zero, r

Note: "--" will be displayed when threshold values are incorrectly set.

Connected Access Points 431

Connected Clients 33

Access Points

Mobile Nodes/Clients

Access Point Users

Download Yolume Per Client (MB)
Upload Yolume Per Client {MB)

Maximum Supported
352

Y

500 set

10240 set

10240 set

Minor Threshold{%)
70 set
70 set
70 set
70 set
70 set

Major Threshold(%o)
80 set
80 set
80 set
80 set
80 set

Alarm Details lInformation ] Impact I ost Configuratio I Root Cause Ii terfaces | Performance | Alarm History | Neighbors [ Events I’ 5th Yie

USERS COMMNECTED TO ACCESS PONT EXCEEDED CRITICAL THRESHOLD
MNov 18, 2015 7:16:45 AM EST
@.\&\ The number of Users connected to Access Point ap-bin010-ug-01 exceeded the critical threshold limit (90%).

Threshold Informati

ap-bin010-ug-01 Configured Critical Threshold' 90%
IP Device Number of Connected Users, 454

Maximum Users Configured Per access Pcint: 500

Severity W Critical : Symptoms Number of Users connected to Access Point exceeded the critical threshol
Impact 0 . Probable Cause Total number of Users connected to Access Point exceeded the critical thr
Acknowledged set . Actions 1) Refer to the Event Message associated with this alarm for additional de
Clearable Ves 0 2) Review the Events associated with this model that occurred in the same

Trouble Ticket ID  set

Assignment set

Critical Threshold(%o)
90 set
90 set
90 set
90 set
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Persona

Organization: ABC Bank Corporation
User Name: Tom
User Persona: NOC engineer

Key Responsibilities:
- Network availability

Tools:
- CA Spectrum

: G
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Use Case 1: Threshold Configurations

Problem Statement: User is unable to connect to the Wireless network despite getting the strong signal. Sr.

management is having a meeting in the board room with few delegates. Steve prepared the presentation to showcase
some of the key capabilities/features of the product. Steve login to his laptop and tried to connect to the Wi-Fi network

but getting authentication failure message, where other members in the room could able to connect.

Value:

— As Tom has configured thresholds into Spectrum it will generate an Alarm for number of connection reached to

max. Hence Tom understands that why Steve is facing this issue.

— Capacity Planning: Based on the threshold alarms received the network engineer gets a pattern of usage and

hence can plan for additional access point.
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Use Case 2: Fault Isolation

13

Problem Statement: The operator receives some tickets that users are not able to

access the network via phones and laptops

Value:

— Using CA Spectrum fault isolation capability the network engineer is able to figure out the issue is

with connected L2 switch.
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Roadmap

15

Reporting
Heatmap
Flow information

Support for more vendors
— Ruckus

— Extreme devices
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Questions
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Nagesh Jaiswal
Principal Product Manager
Nagesh.Jaiswal@ca.com

9P @nageshjaiswal
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