1. Sayyou want to see the “BasicArotIDProfile”. First pull down and select “---None ---“ as shown
in the following 2 screens shots.
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2. Then pull down and select “BasicArotIDProfile” after selecing “--- None ---“ as in next screen
shots and the BasicArotIDProfile details are shown in rendering to right as shown below.
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Here is a list of Default (Basic*) Profiles and Policies.

1. ArcotID Profile - BasicArcotIDProfile

ArcotlD Profile

Basic ArcotlDProfile

Profile Mame :
Arcot Key 1024
Validity Start Date : Creation Date
validity End Date : 3 Year(s)
Minimum Characters : &
Maximum Characters : 23
IMinimum Alphabetic Characters : g
Iinimum Mumeric Characters : g
IMinimum Special Characters : g
Additional Attributes
Custom Altributes
User Active check False
ser Attribute check False
Usage Type :

0

History count

2. ArcotID Authentication Policy - BasicArcotIDAuthPolicy
ArcotlD Authentication Policy

Policy Name : Basic ArcotiDauthPolicy
Lockout Credential After : 3
Check User Status Before Authentication : False
Issue Warning : :

Days
Allow Successful Authentication : :

Days
Enable Automatic Credential Unlock False
Enable Automatic Credential Unlock: : Disabled
Challenge Validity (in Seconds) : 300

Usage Type for Verification :



3. QnA Profile - BasicQnAProfile

CGnA Profile
Profile Mame : BasicQna Profile
Minimum Cuestions 4
Maximum Questions B
Answers Case-Sensitive falze
Walidity Start Date - Creation Date
walidity End Date : 5'fear(s)
Custom Aftributes
User Active check False
User Atfribute check False
Usage Type :
CQuwestion Return Mode Static
n]

Question Bank Size for QnAlssuance
Cluestion Bank :

4. QnA Authentication Policy - BasicQnAuthPolicy

QnA Authentication Policy

Palicy Mame :
Mumber of Questions to Challenge :

Mumber of Correct Answers Required :
Enable Caller Verification :
Lockout Credential After :

Check User Status Before Authentication :

Issue Warning :

Allow Successful Authentication :

Enable Automatic Credential Unlock :
Enable Automatic Credential Unlock :
Cuestion Selection Mode :

Change Question Set:

Challenge Validity (in Seconds)

Usage Type for Verification :

Bazic QnAAuthPolicy
3
3
False

fa ]

False
0

Days
0]

Days
False
Disabled
Random
Cnly on Successful Authentication
300



5. Password Profile - BasicPasswordProfile

Password Profile

Basic Passw ordProfile

Profile Mame :
validity Start Date - Creation Date
validity End Date - 3 'fear(s)
IMinimum Characters : &
Maximum Characters : 23
Minimum Alphabetic Characters : g
IMinimum Mumeric Characters : g
Minimum Special Characters : g
Custom Aftributes
User Active check False
User Attribute check False
Usage Type :
Auto-Generate Passwaord © False
Usage Count: Unlimited
Password Unigue Across Usage Types . False

0

History count

6. Password Authentication Policy - BasicPasswordAuthPolicy




Password Authentication Policy

Profile Name Basic Passw orda uthPolicy
Lockout Credential After : 3
Check User Status Before Authentication : False
Issue Warning : ;
Days
Allow Successful Authentication : ;
Days
Enable Automatic Credential Unlock : False
Enable Automatic Credential Unlock : Disabled
Challenge Validity (in Seconds) : 300
Mumber of Password Characters to Challenge : 0
Usernot Found : False
Credential not Found : False

Usage Type for Verification :

7. OTP Profile - BasicOTPProfile

OTP Profile
Profile Mame Basic OTPProfile
Type : Mumeric
Lenath : g
10
Yalidity Period :
Daws)
.1
Allow Multiple Use ; )
Times
Custom Afftributes
User Active check False
User Affribute check False

Usage Type :

8. OTP Authentication Policy - BasicOTPAuthPolicy



OTP Authentication Policy

Profile Name - Basic OTP&uthPolicy
Lockout Credential After : 3
Check User Status Before Authentication : False
Issue Warning : :
Days
Allow Successful Authentication : :
Days
Enable Automatic Credential Unlock False
Enable Automatic Credential Unlock: : Disabled
User not Found : False
Credential not Found : False

Isage Type for Verification :

9. OATH OTP Profile — BasicOATHOTPProfile

OATH OTP Profile

Basic OATHOTPProfile

Profile Mame :

validity Start Date : Creation Date
validity End Date : S Year(s)
Custom Attributes

User Active check False
User Aftribute check False
Usage Type :

10. OATH OTP Authentication Policy — BasicOATHOTPAuthPolicy




OATH OTP Authentication Policy

Policy Mame : Basic OATHOTRAuthPolicy
Authentication Look Ahead Count 10
Authentication Look Back Count o
Synchronization Look Ahead Count 100
Synchronization Look Back Count o
Lockout Credential After : 3
Check User Status Before Authentication : False
0
Issue Warning :
Days
[n]
Allow Successful Authentication :
Days
Enable Automatic Credential Unlock : False
Enable Automatic Credential Unlock : Disabled
Usernot Found : False
Credential not Found : False

Usage Type for Verification :

11. ArcotOTP-OATH Profile - BasicArcotOTPProfile




ArcotOTP-OATH Profile

Palicy Name :

Token Type HOTP
Length : 6
Logo URL :

Display Mame : SELISER._MAMESS
validity Start Date : Creation Date
validity End Date : 5 Year(s)
Custom Afftributes

Custom Card Aftributes

User Active check False
User Atfribute check False

Usage Type :

Basic ArcotOTPProfile

12. ArcotOTP-OATH Policy - BasicArcotOTPAuthPolicy

ArcotOTP Authentication Policy

Palicy Mame ;

Authentication Look Ahead Count
Authentication Look Back Count
Synchronization Look Ahead Count
Synchronization Look Back Count
Lockout Credential After

Check User Status Before Authentication :

Issue Warning :

Allow Successful Authentication :

Enable Automatic Credential Unlock :
Enable Automatic Credential Unlock :
User not Found :

Credential not Found :

Usage Type for Verification :

13. ArcotOTP-EMV Authentication Policy — Basic EMVOTPAuthPolicy

Basic ArcotOTPAuthPolicy

10
0
100

[A%)

False
0
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False
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ArcotOTP-EMV Authentication Policy

Policy Name - Basic BV OTRPAuthPolic y
Authentication Look Ahead Count 10
Authentication Look Back Count : o

100

Synchronization Look Ahead Count

=]

Synchronization Look Back Count

Lockout Credential After : 3
Check User Status Before Authentication : False
Issue Warning : :
Days
Allow Successful Authentication : :
Days
Enable Automatic Credential Unlack : False
Enable Automatic Credential Unlock : Disabled
Usernot Found : False
Credential not Found : False

Usage Type for Verification :



